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Week

Topics

General introduction to the lesson
= resources and references

! = syllabus
= evaluation and grading
Introduction
=  What is the Internet? What is a protocol?
= Network edge: hosts, access network, physical media
5 = Network core: packet/circuit switching, internet structure
= Performance: loss, delay, throughput
= Protocol layers, service models
= Security
= History
Application layer
=  Principles of network applications
=  Weband HTTP
3 = E-mail, SMTP, IMAP
.
Application layer
4
= The Domain Name System DNS
= video streaming and content distribution networks
= socket programming with UDP and TCP
Transport layer
= understand principles behind transport layer services:
*  multiplexing, demultiplexing
* reliable data transfer
5 * flow control
* congestion control
Transport layer
6
= |earn about Internet transport layer protocols:
e UDP: connectionless transport
*  TCP: connection-oriented reliable transport
e TCP congestion control
Network layer
= understand principles behind network layer services, focusing on data plane:
7 * network layer service models

* forwarding versus routing
* how arouter works
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* addressing
* generalized forwarding
* Internet architecture

Network layer

8
= instantiation, implementation in the Internet
e |P protocol
* NAT, middleboxes
Network layer control plane
= understand principles behind network control plane:
e traditional routing algorithms
* SDN controllers
9 * network management, configuration
Network layer control plane
10 . . L
= instantiation, implementation in the Internet:
* OSPF, BGP
*  OpenFlow, ODL and ONOS controllers
* Internet Control Message Protocol: ICMP
*  SNMP, YANG/NETCONF
Link layer and LANs
= understand principles behind link layer services:
* error detection, correction
11 * sharing a broadcast channel: multiple access
* link layer addressing
* |ocal area networks: Ethernet, VLANs
Link layer and LANs
12

¢ |ocal area networks: Ethernet, VLANs
= datacenter networks

= instantiation, implementation of various link layer technologies

f Y aman




Wireless and mobile networks
= understand principles of wireless networks:
* physical layer: radio, influence on higher layers
* access network: link-layer challenges/solutions in any wireless
networks
* core network: the “network” layer in a wireless network

13 . .
* user/device mobility: among access networks
* application-specific wireless networks: Bluetooth, satellite, loT
Wireless and mobile networks
14
= wireless networks in practice:
*  WiFi
e 5G (with a bit of 4G)
¢ Bluetooth, satellite, loT
Security
=  What is network security?
=  Principles of cryptography
= Authentication, digital signatures, message integrity, shared key agreement
15 =  Securing e-mail
n
Security
16
= Securing TCP connections: TLS
= Network layer security: IPsec
= Security in wireless and mobile networks
= Qperational security: firewalls and IDS
17 Troubleshooting
Final Exam
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